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NATIONAL SECURITY DECISION

DIRECTIVE NO.

NATIONAL POLICY ON TELECOMMUNICATIONS AND AUTOMATED

INFORMATION SYSTEMS SECURITY

This Directive provides the policy, objectives and principles to guide
the conduct of national activities directed toward properly safeguarding national
security and government~held privacy information which is processed or'commun%-

cated by electronic means.

Telecommunications and electronic i’nf‘orma'tion_ fprocessing .systems if not
equipped and“operated 3o'as to deny or thwart the épplicable threat, are highly
susgeptible to.interceptioﬁ and other unauthorizéd éxploitation. The techhologf
o exploit eiectronic systém3~is-widespread aﬁd isﬁgséé extensively by the

IWarsaw Pact nations as.well as by terrorist groups and radical elements. Assuring =
the security intégritf of Systems used to process and communicate nationa;'

security and privacy information is a national responasibility.

1. .Objeétives. To fulfill these responSLbllitles, I direct that

the nation's capabllltles for securing telecommunlcatlon and autcmated infbrmatlon

systems agalnst technical exploitation threats be malntained and improved as

necessary to provide for:
2. A superior technical base, boti within government and industry.

b. A reliable and continuing capability to assess threats and
Y .

LY

to implemant appropriate, effective dbuntermeasures.

On file OSD release instructions apply.
Approved For Release 2007/11/01 : CIA- RDP87BO1034R000700070044 4



Approved For Release 2007/11/01 :‘CIA'-RBEE;?YBMO34R0007v0007004 4

e Support of other poiicy ob jectives for national telecommuni-—
cations and autométed information rescurces.
d. Effective use of applicéble resources.
2. Principles: In suppcrt of these'objegtives, the following policy

principles are established:

a. Systems which generate, store, process or transmit class;fied
information in eleetrical formrshall be secured or protected by such means

necessary.tniprevent.technlcal exploltabion. B 5 ;“

: Mb; ' Systems 31milar1y handllng other government-derlved information, i

thn loss of whlch could adversely-affect the national 1nterest or the rlghts'

~of U. S. persons, shall be protected in proportion to the cost of the loss of

sgch 1nformation if the applicable threat.of technlcal exploitation wepe-success-fr

ful.

a;ié;l' Systems-which handle non-gov v.ment informabian £ imilar

nature should be/protected commensurate with the threat of’exploitatxon and at

a cost not to exceed the value of the potential loss of such 1nfbrmation; Ther; 
Government shall take necessary steps to identify such systems ;;; 1nformation

and formulate strategies and measures for providing protection. Information

and advice from the perspective of ihe private sector will ﬁe;sought‘with respect
to implementation of thisrpolicy. In cases where implementation of security

measures to non-governmental systems would be in the national interest, the

private sector shall be encouraged to undertake the application of such measures.
&

»

-
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3. Implementation. A steering Group consisting of the Executive

Agent for Communlcations Security, the Director of Central Intelligence, the
(- ———y

Assoclate Director of the Office of Management and Budget (OMB) for National

Security and International Affalrs, and chaired by the Assistant to the Presédent
for National Security Affairs, or his representative, is established. The

Steering Group shall:

a. Oversee this Dlrective and ensure its implementatlon. It’
shall prov1de—guidance to the Director, National Securiuy Agency with respeet

to the activities consistent w1th thls Dlrectlve..

b. Monitor-the on301ng act1v1tles of the National Telecom—

_muﬁlcatlonS'and Informatlcn;Svsuoms Secur’uy Commlutee with respect to the

dobgectlves and pelicy elementa stated hereln. f*.

e

e Revmew and approve consolldated resources program and badget

proposals, and ather matters eferr 3

-~

rd

d. Annually rnview and evaluate the security status of national

telecommunlcations and automated 1nformatlon systens Wlth respect to established-

objectives and priorities.

e, Interact with the Steering-croup on National Security Tele-
communications and, through that Group, with the National Security Telecom-
munications Advisory Committee (HSTAQ), to ensure that the objectives and policy

elements of this Directive are addressed.
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Recommend for Presidential approval addltlons or rev1310ns

to this Directive as natlonal interests require.

4. The National Telecommunications and Information Systems Security

>

Committee.

B The National Telecommunications and Information Systems

Security Commlttee (NTISSE) is hereby establxshed and will operate under the

direction of the Systems Security Steerlng Group to con31der technical matters R

and develop operating pollcles as necessary to implement the provisions of |

this Dlrective. The Commlttee shall be composed of a representatlve of each

of the folloWing: =

The-Seéretary of Defense (non-voting)‘

—v—

The Secretary of State

The Secretary of the Treasury
The Secretary of Energy |

The Secretary cr Transportatlon ;

e

- The Attorney General _ ’f T

The Secretary of Commerce. )
The Director, Office of Management and Budget
The Chief of Staff, United States. Army

The Chief of Naval Operations

The Chief of Staff, United States Air Force

e s

The Chairman, Joint »Chie'FS—eﬂ-itiL\
The Director, qutral Intelligence Agency |

The Director, Federal Emergency Management Agency
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" The Adﬁinistrator, General Services Administration
The Manager, National Communications System

The Director,'National Security Agency

b. The Committee shall:

»

.(1)_.E$ta51ish such specific operating policies, objectives,

‘and priofities“aa~may be'reQQiféd to implement this Directive.

(2) Submit to the Steering Group an annual evaluation of

f,(.

the: status of national tel‘ ommunlcations and informatlon security uith respect

to established obJectives and priorlties.

(3 ;Admizister'méttéfs pertaining to the release_bf‘sensitive’_
security information, techniques,- and matéfials to foreign governmenﬁslbf inter-

national organizations. - N

Fs

(3) Establish.andimgintain\a national issuance~systemifbr

promulgating the operatingﬂpoli:i:s, directivea and guidance which may'be issued

pursuant to thls Dlrective.

(5) Establish permanent and temporary subcommittees as

-

necessary to discharge its responsibilities.

c. The Cqmmittee shall make recommendations to the Steering
Group on Committee membership and may establish criteria and procedures for

> .
permanent observers. Representatives of other depar@ments or agencies affected
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by specific matteps underrdeliberation will attend upon invitation of the

Chairman.

d. The Committee shall have a permanent secretariat composed
of personnel of the National Security Agency. The secretarlat ‘may be augmented -
as necessary by personnel provided by the Departments and Agencies represented Bt

on the Board in response to the Chairman's request. The National Security

Agency shall provide facilities and support as required.

The Secretary‘of Defense is the Executlve Agent
'for Communlcatlons Securlty. In thls capaclty he shall serve an expanded rale
feto act within pollcles and procedures established by the St tearing GrouQ;gnd

the NTISSC to:

a. Ensure the development, in- conjunctian with Direae _
Security’hgeﬁcf and with NTISSC member Dﬂpartments and Ageneie:, of plans to"
fuifill the objectlves of this Directlve, including the.fprmulation o;ﬂngcgs;ary_

security architectures. : ' . f -
b. Fulfill requirements of the Federal Government ror teehnlcal
security material and related services.

c. Provide or approve security standards and doctrine.

>
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d. .Conductzof approve research and development ofrsecufity

techniques and equipment.

e. Operate or coordinate the efforts of Government technical

centers related to telecommunications and automated information systems secu?ity.f

f. Develop and submit to the Steering Group and the Congress
a proposed National Telecommunicatlons and Information Systems Security Program )
budget for each flscal year."

6. The Director, National Security Agency.

-

The Directar, National<Secunity»Agencywis responsible‘for>executing'5
'the fore301ng respon31blllvles of the Secret tary of Defense as Executive Agent..fie

In fulfllllng these respon31bllties he shall haveAauthorlty to.'

2. Emplrically examine federal teleﬂommunications and,assoclated
_electronic iuformaticn handllng systems and evaluate thelr xulnerabilx

hostile interceptlon and exp101tation.- Any such activities, 1noludin those

: 1nvolving monltoring of official telecommunications, shall be conducted 1n

strict compllance with the law and other applicable directives.

b. Act as the single government focal point for ail'matters
related to ecryptography to include; conducting research and development;_pres-
eribing or approving all standards, techniques, systems and equipments; and
conducting liaison with Foreign governments, international organizaﬁions, and

_ >
private institutions. *
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G Operate such industrial facilities-as mway be required to

perform critical functions related to the provision of cryptographic and other
sensitive security materials or services.

4

'd.  Operate a central technical center(s) to assess and disseminate

¥ B

informatioﬁ’on hostile tﬁreate to national telecommunications and information

systems security.

e. . Operate—a central technical center(s) to evaluate the security s

of telecommunicatlons systems,'computer systema and data networks, and to ¢0nduct s

or sponsor research and dev' opment of security technlques..'

£ Prescribe:the control systems and standards for5prbtecting
-cryptographiq,ahd other senéiﬁive:security.material; techniques, and infbrmation;j

' TQ ‘ The Dlreetor of Central Intelllsence shall 1dentify to the NTISSC_

and the Dlrectorj NSA as approprlat

: :any unique‘handling requirements ssociated

w1th the protection of sensitive compartmented 1ntelligence. o

8. ;‘The Secretary of Commerce, through the Directof, Nationai Bureau

-

of Standards, shail issue such standards for the security of telecommunications

and other electronic information resources as the Director, NSA may approve

and authorize for.public release in accordance with authorities assigned herein.

9. . The Director, Office of Management and Budget shall review for

consistency with this Directive, and“gmend as appropriate, OMB Circulars A-T1



» il O At
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(Transmittal Memorandum No. 1), OMB Cireular A-76, as amended, and other OMB

policies and regulations which may pertain to the subject matter hercin.

10. The Heads of Federal Departments and Agenéies shall:

a. Confbrm w1th any policies, standards and doctrlnes<iasued
. by proper authority pursuant to this Directive.
_ S , _ : ?
e b - Provide to the Systems Security Steering Group, the NTISSC,
the Secretary of Defense as Executive Agent and the Director, NatlonaI.Security

Agency such information as they may require to discharge responsibiltiea a531gned

herein.

11. Nothing in'this Directive shall:

2. Alter the*exlsting authorities of the Director of Central |

Intelligence. fbr‘tbe overall.dlreetion, coordlnatian and supervisio& 'ﬂintelli

,‘gnnce matters, nor his respcnsibilltity_to act as Executive &gent of{th Govern—-

ment for technical security countermeasurea (TSCM) against bugglng, ea sdropping

>

and related forms of snrveillance.

b.  Give the NTISSC, the Secretary of Defense, or the Director;‘
National Security Agency authority to inspect the personqel, facilitieq, or
internal operations of other depaftmehts and agencies without their approval.
This provision does ﬁot constrain the authority of the.Difector, NSA to ménitor
telecommunications or the emissions of other electronic information systems

: : >
consistent with paragraph 11.a., above.

»
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¢. Amend or contravene the provisions of other, existing
directives which may pertain to the financial management of automated infor-
mation resources or to the administrative requirements for safeguarding such

resources against fraud, abuse, and waste.

o

12. For the purposes of this Directive, the follow1ng terms shall . : Y
have the meanings indlcated. |
soh

a. -’ Telecommunicatlons peans th- creatlon, preparation, manipu-

lation, transmi531on, communlcatlon or related processing of 1nformation by

electrical electromagnetlc, electromechanical, or electromoptical means,

b, ' Automated Information Systems means systems whlch created,<u;~f

e

;eprepare, manlpulate or process 1n;ormation in electronlc form for. purposea
othe, than telecommunlcation, and 1ncludes computers, word prooessing systnms"

and associated equipment. -

r

'f::é.' Telecommunications and Infbrmation Systems Securitg*means

protection affbrded to telecommunlcaeions, automated information systems, and

other electronic information handling systems in order to prevent exploltation

through 1nt°rcept10n, unauthorized electronic access, or related technical

intelligence threats, and to ensure authenticity. Such protection results

,-3;; ',;47‘,’ e
from the application of security measures (including cryptosecurity, transmission

security, emission security, and computer security) to systems which generate, L
SR

handle, or process information of use to an adversary, and also 1nc1udes phy51cal

rotection of sensitive security resources and materials.
>
.

W

-
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13. PD/NSC-2 is hereby superseded.
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